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80
VIRTUAL MACHINE 50(1) MIGRATES FROM SERVER 30(1) TO SERVER 30(2) |

-

VIRTUAL MACHINE 50(1) TRANSMITS A GRATUITOUS ARP MESSAGE UPON
RESUMING OPERATION

90
LEAF SWITCH 20(2) TRAPS GRATUITOUS ARP MESSAGE |——

9
LEAF SWITCH 20(2) INITIATES A ROUTE ADVERTISEMENT TO THE OTHER |/
SWITCHES IN THE NETWORK FABRIC 15

LEAF SWITCH 20(1) UPDATES ITS LOCAL MAPPING TABLE WITH THE NEW )
ADDRESSING INFORMATION FOR VIRTUAL MACHINE 50(1)

LEAF SWITCH 20() SENDS A GRATUITOUS ARP MESSAGE TOVIRTUAL] /
MACHINE 50(2)

VIRTUAL MACHINE 50(2) UPDATES ITS ARP CACHE WITH INFORMATION IN |
RECEIVED GRATUITOUS ARP

LEAF SWITCH 20(1) OR 20(2) TRIGGERS TARGETED GRATUITOUS ARP ON]
BEHALF OF VIRTUAL MACHINE 50(2) THAT IS TRANSMITTED ONLY TO
VIRTUAL SWITCH 50(1)

120
VIRTUAL MACHINE 50(1) UPDATES ITS ARP TABLE L

FIG.2



US 9,461,943 B2

Sheet 3 of 5

Oct. 4, 2016

U.S. Patent

o&/

(2)os
INHOWW TYNLAIA

ddl¥ SNOLINLYHO

£l

50¢ J

e
/

(1oz
HOLIMS 4v31

INFWISILEIAQY 3LN0Y

dilv SNOLINLYYHO

002
.J

{0z
HOLIMS Y37

ddv SNOLINLYEO

(1)og
INHOYIN TYNLYIA



U.S. Patent

Oct. 4, 2016 Sheet 4 of 5 US 9,461,943 B2
250
SWITCH 260
(255(1) PROCESSOR {—
265
PORT MEMORY I g
SELECTIVE ADDRESS 210
§ UPDATE LOGIC [/
275
PORT ROUTING TABLE |
sts(n) /"263
SWITCH ASIC

FIG.4



U.S. Patent Oct. 4, 2016 Sheet 5 of 5 US 9,461,943 B2

/ 290

RECEIVING, AT A FIRST SWITCH IN ANETWORK FABRIC, A FIRST ADDRESSING 205
MESSAGE INDICATING THAT A FIRST VIRTUAL MACHINE HAS UNDERGONE »
MIGRATION FROM A CONNECTION TO AFIRST VIRTUAL SWITCH AT A FIRST
SERVER TO A CONNECTION TO A SECOND VIRTUAL SWITCH AT A SECOND

SERVER

TRANSMITTING A ROUTE ADVERTISEMENT MESSAGE FROM THE FIRST SWITCH
TO AT LEAST A SECOND SWITCH IN THE NETWORK FABRIC, WHEREIN THE 300
ROUTE ADVERTISEMENT IS CONFIGURED TO CAUSE THE SECOND SWITCH TO J
TRANSMIT A SECOND ADDRESSING MESSAGE TO A SECOND VIRTUAL
MACHINE CONNECTED TO THE FIRST VIRTUAL SWITCH TO PROVIDE THE
SECOND VIRTUAL MACHINE WITH UPDATED ADDRESSING INFORMATION FOR
THE FIRST VIRTUAL MACHINE

305

TRANSMITTING A THIRD ADDRESSING MESSAGE FROM THE FIRST SWITCH TO /

THE FIRST VIRTUAL MACHINE TO PROVIDE THE FIRST VIRTUAL MACHINE WITH
UPDATED ADDRESSING INFORMATION FOR THE SECOND VIRTUAL MACHINE

FIG.5
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NETWORK ASSISTED VIRTUAL MACHINE
MOBILITY

TECHNICAL FIELD

The present disclosure relates to mobility of virtual
machines (VMs) in a computing network.

BACKGROUND

The Address Resolution Protocol (ARP) is used to con-
nect together the various networking layers within a com-
puting network (e.g., to connect the Internet Protocol (IP)
and Ethernet networking layers). Since networking hard-
ware such as switches, hubs, routers, and bridges operate on,
for example, Ethernet frames, these devices are unaware of
the higher layer data carried by these frames. Similarly, IP
layer devices, operating on IP packets, need to be able to
transmit their IP data on the Ethernet layer. The ARP defines
the mechanism by which IP capable hosts can exchange
mappings of their Ethernet and IP addressing. The ARP is
used primarily used in conjunction with IP Version 4 (IPv4).

More specifically, the ARP may be used to map IP
addresses to a host address (i.e., a Media Access Control
(MAC) address) that is recognized in the local network. For
example, in I[Pv4, an IP address may be 32 bits long, but the
Ethernet local area network (LAN) MAC addresses may be
48 bits long. A table, referred to herein as the ARP cache or
ARP table, is used to maintain a correlation between each
MAC address and its corresponding IP address.

The Neighbor Discovery Protocol (NDP) is another pro-
tocol in the Internet Protocol suite that is used in conjunction
with Internet Protocol Version 6 (IPv6). The NDP is used for,
among other tasks, discovery of other nodes and determined
the addresses of the other nodes. In IPv6, the NDP is
substantially the equivalent of the ARP used in IPv4.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram of a computing network in
which network devices are configured to selectively update
the addressing information of one or more virtual machines.

FIG. 2 is a detailed flowchart illustrating a method
executed in accordance with examples described herein.

FIG. 3 is a schematic flow diagram illustrating the
exchange of messages in accordance with the example of
FIG. 2.

FIG. 4 is a block diagram of a leaf switch configured to
selectively update the addressing information of one or more
virtual machines.

FIG. 5 is a high-level flowchart of a method executed in
accordance with examples described herein.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Overview

Techniques are provided herein for network-assisted
updating of addressing information in a computing network
upon migration of a virtual machine. In one example, a first
addressing message is received at a first switch in a network
fabric. This first message is transmitted from a first virtual
machine that has undergone migration from a connection to
a first virtual switch at a first server to a connection to a
second virtual switch at a second server. A route advertise-
ment message is then transmitted from the first switch to at
least a second switch in the network fabric. This route
advertisement is configured to cause the second switch to
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transmit a second addressing message to a second virtual
machine connected to the first virtual switch. The second
addressing message provides the second virtual machine
with updated addressing information for the first virtual
machine (i.e., the virtual machine that was previously in
direct communication with the second virtual machine prior
to migration to the new server). A third addressing message
is also transmitted from the first switch to the first virtual
machine to provide the first virtual machine with updated
addressing information for the second virtual machine.
These techniques may be embodied in a device/apparatus, a
methodology and in computer readable storage media that
stores instructions executed by a processor.

Example Embodiments

FIG. 1 is a schematic diagram of a computing network 10
that includes a network fabric 15 having a set of intercon-
nected nodes having a leaf and spine architecture. The
network fabric 15 comprises a plurality of leaf switches
20(1)-20(z) and a plurality of spine switches 25(1)-25(n).
Computing network 10 also comprises a plurality of com-
puting devices (e.g., servers) 30(1)-30(x) that support virtual
switches (vSwitches) 35(1)-35(n). The servers 30(1)-30(»)
also support hosts in the form of virtual machines (VMs)
50(1)-50(z). In the example of FIG. 1, the leaf switches
20(1)-20(z) each include a selective Address Resolution
Protocol (ARP) update module 40(1)-40(z), respectively.
Additionally, virtual machines 50(1)-50(z) each include an
ARP table 55(1)-55(n), respectively.

Computing network 10 may be, for example, an Internet
Protocol (IP) local area network (LAN). In this example, the
leaf switches 20(1)-20(#) are connected to respective servers
30(1)-30(z), and the spine switches 25(1)-25(%) connect
together the leaf switches 20(1)-20(%). The leaf and spine
architecture creates a low-latency, scalable network fabric. It
is to be appreciated that the leaf and spine architecture of
FIG. 1 is merely an example of a network architecture in
which the techniques described herein may be implemented.
In general, the disclosed techniques may be used to update
addressing information in any computing network. For
example, the network 10 need not be an IP network itself,
but rather it is the encapsulated network connected thereto
that provides the IP network connectivity to the virtual
machines and the migration capability.

The virtual switches 35(1)-35(#) are fully virtual entities
that can be connected to Network Interface Cards (NICs) of
servers 30(1)-30(r). In practice, virtual switches 35(1)-35(»)
enable the networking of virtual machines 50(1)-50(z).

The Internet Protocol (IP) suite is a set of communications
protocols used for the Internet and similar networks. The IP
suite is commonly known as TCP/IP, because of its most
important protocols, namely the Transmission Control Pro-
tocol (TCP) and the Internet Protocol. TCP/IP provides
end-to-end connectivity specifying how data should be
formatted, addressed, transmitted, routed, and received at a
destination. It has four abstraction layers, each with its own
set of protocols. These layers include: (1) the link layer
(commonly referred to as Ethernet) that includes the com-
munication technologies for a local network; (2) the Internet
layer (e.g., using IP) that connects the local networks, thus
establishing internetworking; (3) the transport layer (e.g.,
using TCP) that handles host-to-host communication; and
(4) the application layer that contains all protocols for
specific data communications services on a process-to-
process level.
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The link layer is the networking scope of the local
network to which a host (e.g., virtual machine) is attached.
The link layer is used to move packets between the Internet
layer interfaces of two different hosts on the same link. The
Internet layer has the responsibility (potentially) of sending
packets across multiple networks. Internetworking includes
sending data from a source network to a destination network,
referred to herein as routing. In the Internet Protocol suite,
the IP performs two basic functions, namely host addressing
and identification and packet routing.

A number of different versions of the Internet Protocol
have been developed. In particular, Internet Protocol version
4 (IPv4) is the fourth revision in the development of the
Internet Protocol (IP) and the first version of the protocol to
be widely deployed. Together with Internet Protocol version
6 (IPv6), it is at the core of standards-based internetworking
methods of the Internet. In accordance with examples
described herein, a number of different protocols may be
used for the network-assisted updating of addressing infor-
mation. For example, the Address Resolution Protocol
(ARP) may be used in networks implemented in accordance
with IPv4, while the Neighbor Discovery Protocol (NDP)
may be used in networks executed in accordance with IPv6.
For ease of reference, the network-assisted updating tech-
niques will be primarily described with reference to use of
the ARP. However, it is to be appreciated that these tech-
niques are also applicable to the NDP and other protocols
typically used to distribute addressing information in a
network.

In the example of FIG. 1, computing network is an IPv4
network and virtual machines (hosts) 50(1)-50(z) each have
an assigned link layer address, commonly referred to as an
Ethernet address, a Media Access Control (MAC) address,
or a hardware address (collectively and generally referred to
herein as MAC addresses). However, the Internet layer uses
IP addresses (i.e., logical addresses assigned to hosts) for
traffic routing. As such, the ARP is used to connect the link
layer and provides a mechanism for converting between
MAC addresses and IP addresses.

When the virtual machines (hosts) 50(1)-50(z) in IP
network 10 initially communicate with each other, they
perform an ARP resolution to cache their IP address to MAC
address binding in local ARP tables 55(1)-55(»). This ARP
information may then be distributed to all of the various
nodes in computing network 10 using one or more conven-
tional mechanisms. The virtual machines 50(1)-50(z) may
subsequently use this information to communicate with one
another. Virtual machines 50(1)-50(») will not try to re-ARP
(i.e., re-determine the ARP information of one or more other
virtual machines) until the specific ARP entries in the local
tables time out.

As shown, the servers 30(1)-30(») each support at least
one virtual switch 35(1)-35(%) that connect the leaf switches
20(1)-20() to one or more virtual machines 50(1)-50(r)
also supported by the servers 30(1)-30(#). Applications have
been developed that allow the migration of virtual machines,
such as virtual machines 50(1)-50(x), from one physical
server to another. This migration is sometimes referred to
herein as “virtual motion” of the virtual machines. FIG. 1
illustrates an example in which virtual machine 50(1) under-
goes migration from server 30(1) to server 30(2). This
migration is illustrated in FIG. 1 by arrow 60. Migration of
a virtual machine is advantageous because, for example, it
allows users to proactively move virtual machines away
from failing or underperforming servers, automatically opti-
mize and allocate pools of resources for optimal hardware
utilization, etc.
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Prior to migration of virtual machine 50(1) from server
30(1) to server 30(2), virtual machines 50(1) and 50(2)
communicate directly with one another via virtual switch
35(1) (i.e., virtual machines 50(1) and 50(2) can address
packets directly to the MAC address of the other virtual
machine for forwarding via virtual switch 35(1)). However,
when virtual machines 50(1) and 50(2) communicate with
virtual machines outside the subnet, the virtual machines
50(1) and 50(2) address the packets to a routing MAC
address designated for the network fabric 15. In other words,
virtual machines 50(1) and 50(2) address packets to a MAC
address that causes the virtual switch 35(1) to forward the
packet to leaf switch 20(1). Leaf switch 20(1) will engage in
proxy ARP operations and then responds back to the initi-
ating virtual machine. Proxy ARP is a feature supported by
network nodes that allows the nodes to respond to ARP
requests from virtual machines on behalf of other virtual
machines or other hosts outside the subnet. In essence, the
network node pretends to be the host outside the subnet and
will perform forwarding when it receives the packets from
the initiating virtual machine.

A problem arises when, as shown in FIG. 1, virtual
machine 50(1) migrates to server 30(2) so as to be connected
to a different virtual switch 35(2). When virtual machine
50(1) migrates to the new server, the ARP tables 55(1) and
55(2) of virtual machines 50(1) and 50(2), respectively, will
no longer include the correct addressing information needed
for communication between the virtual machines because
they can no longer directly address packets to the other’s
MAC address.

There are, in general, two addressing problems that occur
when a virtual machine migrates to a new server. The first
problem is that the migrated virtual machine (virtual
machine 50(1) in FIG. 1) continues to believe that it should
address packets directly to the MAC address of virtual
machine 50(2) (i.e., it believes communication may still
directly occur via virtual switch 35(1)). However, as a result
of the migration, virtual machines 50(1) and 50(2) are no
longer directly connected to virtual switch 35(1)) and this
direct communication is not possible. As such, the ARP table
55(1) of virtual machine 50(1) needs to be updated with a
new MAC address that may be used to reach virtual machine
50(2).

The second problem is that virtual machine 50(2) simi-
larly continues to believe that it should address packets
directly to the MAC address of virtual machine 50(1) (i.e.,
it believes communication may still directly occur via virtual
switch 35(1)). However, since this is no longer possible, the
ARP table 55(2) of virtual machine 50(2) needs to be
updated with a new MAC address that may be used to reach
virtual machine 50(1).

In certain conventional arrangements, the migration of a
virtual machine results in undesirable flooding or transmis-
sion of new addressing information to a large number of
other nodes. Alternatively, communication between virtual
machines 50(1) and 50(2) may be impossible until ARP
information ages out and is refreshed through corresponding
re-ARP procedures. Described herein are new techniques
that eliminate the undesirable need to transmit the address-
ing information for the migrated virtual machine to a large
number of nodes or to wait for the ARP entry time-outs
resulting in re-ARP procedures. Instead, the network-as-
sisted update techniques described herein provide a mecha-
nism in which, after completion of the migration, the
updated addressing information is provided only to con-
cerned nodes. FIG. 2 is a detailed flowchart illustrating the
network-assisted updating of addressing information in
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accordance with examples described herein. FIG. 3 is a flow
diagram that schematically illustrates messages exchanged
in the network-assisted update techniques of FIG. 2. The
examples of FIGS. 2 and 3 will be described with reference
to the network architecture of FIG. 1 and the ARP. As noted,
the described techniques may also be implemented in con-
junction with other network architectures and other network
protocols (e.g., NDP).

The example of FIG. 2 begins at 80 where virtual machine
50(1) undergoes migration from server 30(1) to server 30(2).
At 85, after virtual machine 50(1) resumes operation, a first
ARP message is transmitted to leaf switch 20(2. In this
example, the first ARP message is a gratuitous ARP message
and is represented by arrow 200 in FIG. 3. The first ARP
message may be, in other examples, a reverse ARP message.

In general, the computing network 10 receives the ARP
message from one of the connected entities, such as a virtual
machine, virtual switch, or a server. For example, in one
implementation, upon migration of virtual machine 50(1),
the ARP message may be sent by new server 30(2). How-
ever, in some Linux implementations it may be possible to
get assistance for virtual machine 50(1) to send the ARP
message.

The gratuitous ARP message is an announcement that is
transmitted in order to update other hosts” mapping when the
sender’s IP address or MAC address has changed. In con-
ventional arrangements, this announcement is usually broad-
cast to the other nodes in the network. However, it is
undesirable for this change in MAC address to be transmit-
ted to all other virtual machines in the network since a
majority of the other machines do not need new addressing
information for virtual machine 50(1). In particular, as noted
above, when packets need to be sent across a leaf switch, the
packets are addressed to a common routing MAC address.
Therefore, any virtual machine that was not in the same
original subnet as virtual machine 50(1) can continue to use
the routing MAC address to reach virtual machine 50(1).

Therefore, at 90 the gratuitous ARP message is trapped by
leaf switch 20(2) connected to virtual switch 35(2) and thus
not forwarded on to other nodes. The leaf switch 20(2) is
configured to interpret the receipt of this gratuitous ARP
message as a signal to initiate or start the selective ARP
information update technique. Therefore, at 95 the leaf
switch 20(2) initiates a route advertisement to the other
switches in the network fabric 15. This route advertisement
includes information sufficient enough for the previous leaf
switch 20(1) (where virtual machine 50(1) moved from) to
uniquely identify the identity of virtual machine 50(1). This
may include, for example, the host’s network identification
(e.g., IP address or a MAC address), network context of the
host identification, such as a VRF (Virtual Routing Forward-
ing) for IP address, or layer2 domain identifier such as
VLAN-ID or equivalent, and/or other identification (e.g., IP
address, or TRILL bridge id) of the leaf node where the
virtual machine moved. The route advertisement is repre-
sented in FIG. 3 by arrow 205.

Upon receipt of this route advertisement, at 100 the leaf
switch 20(1) that virtual machine 50(1) was previously
connected to (via virtual switch 35(1)) updates its local
mapping table with the new addressing information for
virtual machine 50(1). Additionally, when this route adver-
tisement is received by leaf switch 20(1), the leaf switch is
configured to determine that the ARP caches of all virtual
machines connected thereto need to be updated before
communication between those virtual machines and virtual
machine 50(1) is possible. Therefore, at 105, leaf switch
20(1) sends a gratuitous ARP message (on behalf of virtual
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machine 50(1)) to only virtual machine 50(2). This gratu-
itous ARP message includes the IP address for virtual
machine 50(1) and the router MAC address as proxy, since
the packets now are to be transmitted across the switch
fabric. This gratuitous ARP message is represented in FIG.
3 by arrow 210. At 110, virtual machine 50(2) updates its
ARP cache with this information, thus resulting in virtual
machine 50(2) having the addressing information for virtual
switch 50(1) so as to be able to transmit packets thereto.

Similarly, virtual machine 50(1) also needs to update the
ARP entries in its ARP table so that it has the information
need to reach virtual machine 50(2). This is achieved by, at
115, triggering a gratuitous ARP on behalf of virtual
machine 50(2) so that virtual machine 50(1) can update its
ARP table with the correct information. That is, the ARP
table of virtual machine 50(1) is updated so that virtual
machine 50(1), when trying to communicate with virtual
machine 50(2), will send packets to the MAC address of leaf
switch 20(2) (i.e., the routing MAC address) rather than to
the MAC address of virtual machine 50(2). As shown by
arrow 215 in FIG. 3, leaf switch 20(2) or leaf switch 20(1)
triggers the gratuitous ARP and it is transmitted only to
virtual switch 50(1). The notification from leaf switch 20(1)
or leaf switch 20(2) is performed based on the virtual
machines on the same hypervisor, which in this case are
virtual machines 50(1) and 50(2). This gratuitous ARP
indicates that the MAC address for reaching virtual machine
50(2) (from virtual machine 50(1)) is the MAC address of
leaf switch 20(2) (i.e., the routing MAC address). This
results in virtual machine 50(1) updating its ARP table at
120.

The update of the ARP caches at virtual machines 50(1)
and 50(2) enables continued communication between the
two hosts without the need for network flooding or waiting
for ARP entries to time out. Because this uses a selective or
targeted distribution of the ARP information, the network
remains scalable.

It is to be appreciated that the update of the ARP caches
at virtual machines 50(1) and 50(2) could be executed in an
order that is different than that shown in FIGS. 2 and 3. For
example, the ARP table 55(1) of virtual switch 50(1) may be
updated prior to the ARP table 55(2) of virtual switch 50(2).
Alternatively, the two ARP tables may be updated substan-
tially simultaneously with both updates triggered by the
initial gratuitous ARP message from virtual switch 50(1).

It is to be appreciated that the ARP tables of virtual
machines not connected to virtual switches 35(1) or 35(2),
such as the ARP table 55(N) of virtual machine 50(»), need
not be updated as a result of the migration of virtual machine
50(1). There is no need to update these ARP tables because
these virtual machines were already communicating with
both virtual machines 50(1) and 50(2) across a leaf switch.
As explained above, when communicating across a leaf
switch, the virtual machines use the routing MAC address
and are, accordingly, still able to communicate with the
migrated virtual machine 50(1) in the same manner as prior
to migration (i.e., by sending packets to the routing MAC
address for subsequent forwarding by the network fabric
15).

FIG. 4 is a functional block diagram of a leaf switch 250
configured to execute a portion of a network-assisted update
technique in accordance with aspects described herein. As
shown, switch 250 comprises a plurality of ports 255(1)-
255(n), a processor 260, a switch application specific inte-
grated circuit (ASIC) 263 and a memory 265. The switch
ASIC 263 is a hardware device that performs the various
queuing, hashing and other networking switching opera-
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tions. Memory 265 stores instructions for one or more
software modules including selective ARP update logic 270
and a routing table 275. Memory 265 may comprise read
only memory (ROM), random access memory (RAM),
magnetic disk storage media devices, optical storage media
devices, flash memory devices, electrical, optical, or other
physical/tangible (e.g., non-transitory) memory storage
devices. The processor 260 is, for example, a microproces-
sor or microcontroller that executes instructions for the
selective address update logic 270. Thus, in general, the
memory 265 may comprise one or more tangible computer
readable storage media (e.g., a memory device) encoded
with software comprising computer executable instructions
and when the software is executed (by the processor 260) it
is operable to perform the operations described herein for
execution of the network-assisted update techniques.

FIG. 5 is a flowchart illustrating an example method 290
executed in accordance with the network-assisted update
techniques described herein. Method 290 begins at 295
where a first switch in a network fabric receives a first
addressing message indicating that a first virtual machine
has undergone migration from a connection to a first virtual
switch at a first server to a connection to a second virtual
switch at a second server. This first addressing message may
be, for example, a gratuitous ARP message, a reverse ARP
message, an NDP message, etc. At 300, a route advertise-
ment message is transmitted from the first switch to at least
a second switch in the network fabric. The route advertise-
ment is configured to cause the second switch to transmit a
second addressing message to a second virtual machine
connected to the first virtual switch to provide the second
virtual machine with updated addressing information for the
first virtual machine. At 310, a third addressing message is
transmitted from the first switch to the first virtual machine
to provide the first virtual machine with updated addressing
information for the second virtual machine.

Upon migration of virtual machines in large data center
networks, the migrated host is triggers addressing messages
(e.g., gratuitous ARPs) toward the other hosts to inform the
other hosts of the new location. This is achieved, in con-
ventional arrangements, through network assists, which
result in the addressing tables being refreshed on a large
number of network connected hosts. The network-assisted
update techniques described herein synchronize the address-
ing information across the network so as to correct/update
the addressing tables of only the hosts that were affected by
the migration of a virtual machine. In the environments
described above, the network-assisted update techniques
quick provide affected hosts with updated addressing infor-
mation, without flooding and without potential black holing
traffic until addressing information ages out and is subse-
quently refreshed.

The above description is intended by way of example
only.

What is claimed is:

1. A method comprising:

receiving, at a first switch in a network fabric formed by

a plurality of interconnected switches, a first broadcast
addressing message sent by a first virtual machine that
has undergone migration from a first subnet associated
with a first virtual switch at a first server to a second
subnet associated with a second virtual switch at a
second server;

trapping the first broadcast addressing message at the first

switch to prevent the first broadcast addressing mes-
sage from passing to other switches in the network
fabric;
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generating, based on the trapped first broadcast address-
ing message, a unicast route advertisement message
that is sent from the first switch to at least a second
switch in the network fabric, wherein the route adver-
tisement message includes information identifying the
first virtual machine;

at the second switch, determining, based on information

in the unicast route advertisement message, that the
first virtual machine was previously part of the first
subnet;

in response to the determining, generating a second

addressing message that is unicast to only virtual
machines within the first subnet to provide the virtual
machines within the first subnet with updated address-
ing information for the first virtual machine, wherein
the second addressing message informs the virtual
machines within the first subnet that the first virtual
machine is reachable via a routing Media Access Con-
trol (MAC) address associated with the plurality of
interconnected switches forming the network fabric;
and

generating a third addressing message that is unicast from

the first switch to only the first virtual machine to
provide the first virtual machine with updated address-
ing information for the virtual machines within the first
subnet.

2. The method of claim 1, wherein the plurality of
interconnected switches forming the network fabric are
connected in a leaf and spine architecture.

3. The method of claim 1, wherein the third addressing
message informs the first virtual machine that the virtual
machines connected to the first virtual switch are reachable
via the routing MAC address of the network fabric.

4. The method of claim 1, further comprising:

in response to receiving the route advertisement message,

updating a local mapping table at the second switch
with new addressing information for the first virtual
machine.

5. The method of claim 1, wherein receiving the first
addressing message comprises:

receiving a first gratuitous Address Resolution Protocol

(ARP) message, and wherein the second and third
addressing messages comprise second and third ARP
messages, respectively.

6. The method of claim 1, wherein receiving the first
addressing message comprises:

receiving a first reverse ARP message, and wherein the

second and third addressing messages comprise second
and third ARP messages, respectively.

7. The method of claim 1, wherein receiving the first
addressing message comprises:

receiving a first Network Discovery Protocol (NDP) mes-

sage, and wherein the second and third addressing
messages comprise second and third gratuitous ARP
messages, respectively.

8. One or more non-transitory computer readable storage
media encoded with software comprising computer execut-
able instructions and when the software is executed operable
to:

receive, at a first switch in a network fabric formed by a

plurality of interconnected switches, a first broadcast
addressing message sent by a first virtual machine that
has undergone migration from a first subnet associated
with a first virtual switch at a first server to a second
subnet associated with a second virtual switch at a
second server;
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trap the first broadcast addressing message at the first
switch to prevent the first broadcast addressing mes-
sage from passing to other switches in the network
fabric;

generate, based on the trapped first broadcast addressing

message, a unicast route advertisement message that is
sent from the first switch to at least a second switch in
the network fabric, wherein the unicast route advertise-
ment message includes information identifying the first
virtual machine so that the second switch is able to
determine that the first virtual machine was previously
part of the first subnet, and wherein the unicast route
advertisement message is configured to cause the sec-
ond switch to send a second addressing message to only
virtual machines within the first subnet to provide the
virtual machines within the first subnet with updated
addressing information for the first virtual machine,
wherein the second addressing message informs the
virtual machines within the first subnet that the first
virtual machine is reachable via a routing Media Access
Control (MAC) address associated with the plurality of
interconnected switches forming the network fabric;
and

send a unicast third addressing message from the first

switch to only the first virtual machine to provide the
first virtual machine with updated addressing informa-
tion for the virtual machines within the first subnet.

9. The non-transitory computer readable storage media of
claim 8, wherein the plurality of interconnected switches
forming the network fabric are connected in a leaf and spine
architecture.

10. The non-transitory computer readable storage media
of claim 8, wherein the instructions operable to send the
third addressing message from the first switch to the first
virtual machine comprise instructions operable to:

send the third addressing message from the first switch to

only the first virtual machine on behalf of the virtual
machines within the first subnet, wherein the third
addressing message informs the first virtual machine
that the virtual machines within the first subnet are
reachable via the routing MAC address of the network
fabric.

11. The non-transitory computer readable storage media
of claim 8, wherein the route advertisement message is
configured to cause the second switch to update a local
mapping table with new addressing information for the first
virtual machine.

12. The non-transitory computer readable storage media
of claim 8, wherein the instructions operable to receive the
first addressing message comprise instructions operable to:

receive a first gratuitous Address Resolution Protocol

(ARP) message, and wherein the second and third
addressing messages comprise second and third ARP
messages, respectively.

13. The non-transitory computer readable storage media
of claim 8, wherein the instructions operable to receive the
first addressing message comprise instructions operable to:

receive a first reverse ARP message, and wherein the

second and third addressing messages comprise second
and third ARP messages, respectively.

14. The non-transitory computer readable storage media
of claim 8, wherein the instructions operable to receive the
first addressing message comprise instructions operable to:

receive a first Network Discovery Protocol (NDP) mes-

sage, and wherein the second and third addressing
messages comprise second and third gratuitous ARP
messages, respectively.
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15. An apparatus comprising:

a plurality of network ports for communication on a
network fabric formed by a plurality of interconnected
switches;

a memory configured to store selective address update
logic; and

a processor configured to execute the selective address
update logic to:

receive a first broadcast addressing message sent by a
first virtual machine that has undergone migration
from a connection to a first virtual switch at a first
server to a connection to a second virtual switch at a
second server,

trap the first broadcast addressing message to prevent
the first broadcast addressing message from passing
to other switches in the network fabric;

generate, based on the trapped first broadcast address-
ing message, a unicast route advertisement message
that is sent to at least a first switch in a network
fabric, wherein the route advertisement message
includes information identifying the first virtual
machine so that the first switch is able to determine,
based on information in the route advertisement, that
the first virtual machine was previously connected to
the first switch via the first virtual switch and to
cause the first switch to send a second addressing
message from the first switch to only virtual
machines connected to the first virtual switch to
provide the virtual machines connected to the first
virtual switch with updated addressing information
for the first virtual machine, wherein the second
addressing message informs the virtual machines
connected to the first virtual switch that the first
virtual machine is reachable via a routing Media
Access Control (MAC) address associated with the
plurality of interconnected switches forming the net-
work fabric, and

send a unicast third addressing message to only the first
virtual machine to provide the first virtual machine
with updated addressing information for the virtual
machines connected to the first virtual switch.

16. The apparatus of claim 15, wherein the plurality of
interconnected switches forming the network fabric are
connected in a leaf and spine architecture.

17. The apparatus of claim 15, wherein the processor is
configured to send the third gratuitous addressing to only the
first virtual machine on behalf of the virtual machines
connected to the first virtual switch, wherein the third
addressing message informs the first virtual machine that the
virtual machines connected to the first virtual switch are
reachable via the routing MAC address of the network
fabric.

18. The apparatus of claim 15, wherein to receive the first
addressing message the processor is configured to:

receive a first gratuitous Address Resolution Protocol
(ARP) message, and wherein the second and third
addressing messages comprise second and third ARP
messages, respectively.
19. The apparatus of claim 15, wherein to receive the first
addressing message the processor is configured to:

receive a first reverse ARP message, and wherein the
second and third addressing messages comprise second
and third ARP messages, respectively.
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20. The apparatus of claim 15, wherein to receive the first
addressing message the processor is configured to:
receive a first Network Discovery Protocol (NDP) mes-
sage, and wherein the second and third addressing
messages comprise second and third gratuitous ARP 5
messages, respectively.
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